How To: Install a SSL certificate on 11S 5.0/6.0 when you
cannot use the Renew Certificate option.

When using an SSL certificate to secure aweb site, you can typically choose to “renew”
an existing certificate with the original certificate authority. If you decide to switch SSL
providers when the time comes to renew, you cannot simply choose to “renew the current
certificate”. Y ou need to generate a new CSR for the site, but do not have that option
available if an SSL certificate is currently associated with the site. Removing the current
certificate in order to generate a new CSR is typically not acceptable.

You can create a new virtual web site in 11S and use it to generate a CSR to use with the
existing live site. This document walks you through that process.

1. Create a new empty Web Site using the wizard in 1IS.

Open the 11S Manager, right-click the Server name, choose New, Web Site.
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The Welcome to the Web Site Creation Wizard starts. Click Next.
Web Site Creation Wizard

Welcome to the Web Site
Creation Wizard

Thiz wizard will help pou create a new Web zite on this
camputer,

Click Hext to continue.
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In the description, type a name such as Empty Web Site or Temp Web Site. Click Next.

Web Site Creation Wizard
Weh Site Desciption Q
Dezcribe the Web site to help adminiztrators identify it. =
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Type a description of the \Wehb site.

Drescription:
Empty ‘Web Site
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Use the default IP and port address settings. Click Next.

IP Address and Port Settings
Specify [P address and port settings for the new 'web site.

Enter the IP addrezs to uze for this Wehb zite:
|[AII Unassigned) =]

TCF port thiz web zite should use: [Default; 30)
an

Host Header for this site: [Default Mone]
[

551 part this web site should wse: [Default: 443]

For more information, zee the [15 Documentation,
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Select a path to an empty folder on the server. Uncheck Allow anonymous access to this
Web Site. Click Next.

Web Site Creation Wizard

Web Site Home Directory
The home directorny iz the root of your Web content subdirectories.

Enter the path to your home directony.

Fath:

IE: Yhemp Browse... |

[T &llow ahonymous access to this 'Web site
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On the Web Site Access Permissions window, click Next.
Web Site Creation Wizard

Web Site Access Permizzions
“Wwhat access permizsions do you want to get for the home directary?

Allow the following:

[+ Bead

¥ Run zcripts [such as A5F)

[ Execute [such as 1S&P] applications or CGI)
[ wiite

[ Erowse

Click Mext to complete the wizard.
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Click Finish at the end of the Wizard.

Web Site Creation Wizard E3

You have successfully
% completed the Web Site
Creation Wizard.

Click Fimizh to continue.
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2. Use the empty web site you just created and generate a CSR.

On the empty web site open the Properties, Directory Security, Server Certificate
tab. Click Server Certificate.
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When the Wizard Starts, click Next.

Welcome to the Web Server Certificate Wizard. [ x|

Welcome to the Web Server

@ Certificate Wizard
e

Thiz wizard helps pou create and adminizter server
certificates uzed in secure Web communications
between pour zerver and a client,

Statuz of pour 'Web zerver;

You have a pending certificate request. Certificate
Wizard will help pou to process the rezponze from a
Certific-ation Authority or to remove this pending
request.

To continue, click Mext.
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Choose to Create a new certificate, click Next.

115 Certificate Wizard
Server Certificate
There are three methods for azsigning a certificate to a 'Web site.

Select the method pou want to uge for this web gite:

& Create a new certificate.
" Assign an existing certificate

= Import a cerificate from a Key Manager backup file.
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Choose Prepare the request now, but send it later option. Click Next.
115 Certificate Wizard

Delayed or Immediate Request
Y'ou can prepare a request to be sent later, or you can zend one
imrmediately.

Do vou want to prepare a certificate request to be zent later, or do you want ta send it
immediately ta an orline certification autharity?

% Prepare the request now, but send it later

£ Send the request immediately to an ohline certifization authority
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From the Name and Security Settings window, choose a name of the certificate
which makes sense for you, such as Web Site SSL or OWA SSL Cert. Choose the
desired bit length (I would recommend at least 1024). Click Next.

115 Certificate Wizard
Name and Security Settings
Your new certificate muzt have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you ta refer to and
remerber.

Mame:
Ermpty web Site

The kit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the secunity. However, a areater bit length may
decreaze performance.

Bit length:

[ Server Gated Cryptography [SGC) certificate [for export versions only)
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Enter your organization information. Click Next.

IIS Certificate Wizard

Organization Information
our certificate must include information about your organization that
digtinguizhes it fror other organizations.

Select or ype your organization's name and your organizational unit. Thiz is tepically the
leqal narme of pour arganization and the name of your divizion or department.

Far further infarmation, consult certification autharity's 'web site.
Organization:

ICUmpan_l,l j

Organizational unit:

IDepartmend j
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Enter the Common Name of the web site you are going to secure. For example, if
you are going to secure the internet or intranet address of mail.domain.com use that
name. It is critical this reflects the name of the internet address you are applying SSL
on. Click Next.

Your Site’s Common Mame
YourWweb gite's common name is its fully qualified domain name.

Type the common name for vaur site. [f the server iz on the Internet, use a valid DNS
name. If the server iz on the intranet, wou may prefer to uge the computer's NetBI0S
name.

If the common name changes, you will need to obtain a new certificate.

LCommon nare:

secure.domain. com
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Enter you Country, State, City information. Click Next.

Geographical Information
The certification autharity requires the following geographical information.

Country/Region;
[US [United States) =]

State/province;
J lingis |
City/]ocality:

IChicagn ﬂ

State/province and City/locality must be complete, official names and may nat contain
abbrewviations.
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Make a note of the path and the filename of the certificate request. Click Next.
115 Certificate Wizard

Certificate Request File Mame
Your certificate request iz zaved as a tewt file with the file name you
specify.

Enter a file name for the certificate request.

File name:

Browsze. .. |
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Verify the summary information is correct, click Next.
115 Certificate Wizard

Request File Summary
Y'ou have chozen to generate a request file.

To generate the following request, click Nest.
File name:  crhoertreg bt

Y'our request containg the following information:

lzzued Ta zecure. domain. com
Friendly Hame Empty ‘w'eb Site
Country / Region s

State / Province lllingis

City Chicago
Organization Company
Organizational Unit Department

Cancel




Click Finish, to complete the Wizard.

IIS Certificate Wizard [ x|

Completing the Web Server

@ Certificate Wizard
S

Y'ou have succeszsfully completed the Web Server
Certificate wizard, A certificate reguest wag created and
saved to the file;

chcertred, bkt

Send aor e-mail this file to your certification authority, vaho wil
zend pou a response file containing your new certificate,
Restart this wizard to attach the new certificate to your
SEIVE.

Click here

for a lizt of certification autharities who offer services for
ticrozaft products.

To cloge thiz wizard, click Finish.
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3. Open the Certificate Request text file (c:\certreq.txt in the screen shoot above) with notepad.
Copy the entire contents of the file and paste it into the relevant CSR text box in the web site
of the certificate provider (GoDaddy, GeoTrust, EnTrust, Thawte, Etc.) during the enrollment
process.

Most SSL providers will issue your SSL certificate and return it to you by e-mail. Copy the
text of the certificate (include the Begin her/End here lines if applicable) and Paste it into
notepad. Save the file as a*“cer” extension. For example, “maildomain.cer”.

4. Open 1S Manager. On the empty web site open the Properties, Directory Security, Server
Certificate tab. Click Server Certificate.

5. Follow the Wizard ensuring that:
You select Process the pending request and install the certificate. Click Next.

Locate the .cer (example maildoamin.cer) file when prompted to locate your web
server certificate. Click Next.

Review the summary screen and ensure that you are processing the correct certificate.
Click Next.

Click Next, and Finish on the confirmation screen.

Your new certificate is now installed in the empty web site. You must now replace your old
certificate in the live site with the new certificate in the empty site.



6. Associate the live site with the certificate in the empty site.

In the Properties of your live web site, select Directory Security, Click Server
Certificate.

Select Replace the current certificate, click Next.

115 Certificate Wizard

Modify the Current Certificate Assignment
&, certificate iz currently installed an thiz Web zite.

Wihiat do pou want ko do with the currently installed certificate?
' Renew the cument certificate
i~ Bemove the current certificate

i+ Replace the curent certificate
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You will be asked to select your certificate from a list of installed certificates.
Ensure you select the new certificate from the list.

Review the summary screen and ensure that you are processing the correct
certificate. Click Next.

Click Next and then Finish on the confirmation screen.
The old certificate has now been replaced with the new certificate.

You can now safely delete the temporary website you created to generate the CSR.



